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HITS [Kleinberg '97]
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Relationship graph

For each page, find authorities in the neighborhood,
and make edges from the page to authorities
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Relationship Graph
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Web Community Chart

*Build a graph of clusters
*Weights of edges are # of
relationships between clusters
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Crawling
Extract all communitie:
and their relevance
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Types of Changes

Changes are detected by comparing neighboring charts
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Types of Changes

« Structure of communities changes dynamically
» How the size distribution is kept unchanged?

Transition of communities
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Number of Communities.

Emerged and Dissolved
Communities
+ Both size distributions follow the power-law

» Both exponents are greater than ones in size
distribution of all communities

Size distribution of dissolved communities
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Size distribution of emerged commurities
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Split and Merged Communities

« # of split and merged URLs also follow the
power-law, and have clear symmetry

Distribution of spiit rate.
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Grown and Shrunken Communities

» Growth rate have clear y-axis symmetry

Growth rate distribution
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A Large-Scale Study of Link Spam
Detection by Graph Algorithms
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Outline

* Propose a link farm detection method using graph algorithms
+ Distribution of detected link farms in the Web graph structure

® 1. SCC decomposition

Around the largest SCC (CORE),
large SCCs are link farms

?

2. Maximal clique enumeration

Link farms in CORE can be found as
maximal cliques

?

3. Minimum cut

Link farms are expanded by min-cut.
How many links for cutting them out?
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SCC decomposition

Size distribution of SCCs

« Size distribution follows

theé)ower— aw
= 1 00 1.E+06
W|th a Iong and thick tail

« Large SCCs are spams
(100<n)

— 552 SCCs, 0.57M sites

1E+04 | *

Number of SCCs

. 1.E+02 2
— 550 sample sites ) X
1.E+00 -
1.E+00 1.E+02 1.E+04 1.E+06
Size of SCCs
Sampling results
spam suspicious non—spam
#sites 527 23 0]
ratio (%) 95.8 4.2 0

Distribution of SCCs in the bow tie

» Bow-tie structure out

[Broder et al. 2000] CORE ® o

. OTHERS
7%

« Distribution of large SCCs

— 450 /552 (81%) SCCs in OUT

— 385/450 (85%) SCCs directly
connected to CORE

* CORE has many spam sites

connecting to them

SCCs whose size are
larger than 1,000

Minimum cut
* How many spam sites around large SCCs and cliques?
* How many links for cutting off spam sites?

Apply max-flow / min-cut on the directed site graph

CORE

57,000 sites

Virtual
source

,000 sites Virtual

sink

450,000 sites

Sampling result
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