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•
–
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•
• RBAC
• ACL
• …

–
•

– Database as a Service (DAS)

2

DAS

•
– DSP

•
–
– DSP

Client
Encrypted User

DatabaseClient Data
Untrusted

Serever

DAS

[Hacigumus et al., ICDE 2002]

Database-as-
a-Service

Database Service Provider
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•
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•
– Bucketization/Partitioning [Hacigumus, SIGMOD’02]
– Order preserving encryption scheme [Agrawal, 

SIGMOD’04]
– Structure preserving database encryption scheme 

[Yuval, SDM’04]
– Anti-tamper database [Chung, ICDE WS’06]

•
– [Boneh, EUROCRYPT’04], [Dong, IFIP WS 11.3 ’08]

• XML
– Efficient Secure Query Evaluation over Encrypted 

XML Databases [Wang, VLDB’06] 5

• Order preserving encryption for numeric data 
– Agrawal et al. SIGMOD 2004

•
X1 < X2 < X3 < …. < Xn

�Ek(X1) <  Ek(X2) <  Ek(X3) < … <  Ek(Xn)

•
–
– B

•
–
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•
X1 = X2 = … = Xn
� Ek(X1) = Ek (X2) = … = Ek (Xn)

•

–
–

•
•
•
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E_ID Salary gender
111 100 1

222 200 1

333 350 1

444 200 1

555 200 2

E_IDE SalaryE genderE

35634 4576456 67653

87685 586576 67653

32422 6756765 67653

64777 586576 67653

77547 586576 564564

Plaintext database Encrypted database

E_ID P_ID
111 31

222 33

333 33

444 34

222 34

E_IDE P_IDE

35634 21133

87685 65874

32422 65874

64777 78554

87685 78554

P_ID P_Name
31 projectAS

33 projectCZ

34 projectBX

35 projectMM

P_ID P_Name
21133 projectASE

65874 projectCZE

78554 projectBXE

96241 projectMME

emp_prj
emp_prjE

employee

project

empE

projE
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Multivalued Order Preserving Encryption Scheme (MV-OPES)

•
– X1 < X2 < X3 < … < Xn
– Ek(X1) <  Ek(X2) <  Ek(X3) < …. <  Ek(Xn)

•
• V1 = V2
• Ek(V1) � Ek(V2)

10

BDmin BDmin+1
BDMax+1BDMax

Random

Dmin Dmax

MV-OPES

proj

E_ID Salary gender
111 100 1

222 200 1

333 350 1

444 200 1

555 200 2

E_ID P_ID
111 31

222 33

333 33

444 34

222 34

P_ID P_Name
31 projectAS

33 projectCZ

34 projectBX

35 projectMM

emp_prj

emp

E_IDE SalaryE genderE

Ek(111)v1 Ek(100)v1 Ek(1)v1

Ek(222)v1 Ek(200)v1 Ek(1)v2

Ek(333)v1 Ek(350)v1 Ek(1)v3

Ek(444)v1 Ek(200)v2 Ek(1)v4

Ek(555)v1 Ek(200)v3 Ek(2)v1

E_IDE P_IDE

Ek(111)v2 Ek(31)v2

Ek(222)v2 Ek(33)v2

Ek(333)v2 Ek(33)v3

Ek(444)v2 Ek(34)v2

Ek(222)v3 Ek(34)v3

P_ID P_Name

Ek(31)v1 projectASE

Ek(33)v1 projectCZE

Ek(34)v1 projectBXE

Ek(35)v1 projectMME
emp_prjE

empE

projE

Plaintext database Encrypted database 11

MV-OPES
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–
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• [Dmin, Dmax]
•

– Binitial = EncK(initial) , Dmin <= initial <= Dmax

•
– IS: , DP: 
– Bi = Bi+1 - [ EncK (IS) + EncK (IS) *  DP * Ri ]

Dmin<= i < initial
– Bi = Bi-1 + [EncK (IS) + EncK (IS) * DP * Ri ]

initial< i <=(Dmax+1)

BDmin BDmin+1
BDMax+1BDMaxBinitial
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>

Continue

>

Continue

>

Continue

<

Stop (return (i-1))

B1 B2 B3

Y

B4

•
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• DAS

–
•

–
•

–
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•
– Attribute � Value

• Attribute = Value
– : A = v
– : AE between Bv and (Bv+1 - 1)

•
– A=150 � AE between B150 and (B151-1)

BDmin BDMax+1B150 B151

[ )
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•
– �A � v( R )
– �C( R ) = D(�E ( RE ))

•
– �e_id=150( emp ) = D(�E

e_id
E

between B(150) and  B(151)-1 ( empE ))

18

•
– Attribute � Attribute
–
–

• MaxDiff
–

BDmin BDmin+1
BDMax+1BDMax

F

BDmin BDmin+1
BDMax+1BDMax

P

MaxDiff 19

•
– Attribute1 = Attribute2
– P = F, 
– FE between (PE-MaxDiff) and (PE+Maxdiff)
–

BDmin BDMax+1

BDmin BDMax+1

Primary

Foreign
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•

•
• C: P = F, 

• CE: FE between (PE-MaxDiff) and (PE+Maxdiff)

•
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R     c T = �c( D ( R
E          E   

T
E

))

emp emp.e_id=emp_proj.e_id emp_proj = 

� emp.e_id=emp_proj.e_id( D ( emp
E            

emp_proj.e_id
E

between (emp.e_id
E

-MaxDiff) and (emp.e_id
E

+Maxdiff) emp_proj
E

))

CE

E

•
–
–

•
–

• 10, 100, 1000, 10000, 100000

–
• 100000 tuples.

– DP
• 5%, 15%, 25%, 35%, 45%, 55%

P_int
Primary

F_int
Foreign
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1

•

Domain

0.1

0.2

0.3

0.4

0.5

0.6

0.7
Primary Key (Plaintext)

Foreign key (plaintext)

Primary Key (MV-OPES)

Foreign key (MV-OPES)

Primary Key (AES)

Foreign key (AES)

Tim
e per tuple (m

s)

10 102 103 104

105

Time per tuple (in ms) required to insert tuples.

•
•AES
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0
10
20
30
40
50
60
70

0.001
0.011
0.021
0.031
0.041
0.051
0.061

0.0001
0.0051
0.0101
0.0151
0.0201
0.0251

2

•

10 102 103 104 105

Domain

(c) Decryption and filtering cost in client side.

10 102 103 104 105

(a) False positive percentage.

(b) Query execution time in server side.
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10 102 103 104 105

Domain

0_
05

0_
15
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•

•
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• (MV-)OPES
–

•
–
– (MV-)OPES

•
–
– Multi-Valued Partial Order Preserving Scheme (MV-

POPES)

26

MV-POPES

•
•

• V1 = V2
• Ek(V1) � Ek(V2)

•
– X1 < X2 < X3 < … < Xn
– Ek(X1) <  Ek(X2) <  Ek(X3) < …. <  Ek(Xn)
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•
•
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• MV-OPES
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•
– MV-OPES

•
•

– MV-POPES
•
•
•

•
– MV-POPES
–
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